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1.OVERVIEW 

1.1. SUMMARY 

The British Institute in Eastern Africa (BIEA, a UK-registered charity) and the BIEA in Kenya 
(a Public Benefit Organisation registered in Kenya) are committed to protecting and 
respecting your privacy and complying with: 

• EU General Data Protection Regulation (GDPR) 

• United Kingdom: UK GDPR and Data Protection Act, 2018  

• Kenya: Access to Information Act, 2016; Data Protection Act, 2019  

 

This policy sets out the basis on which any personal data we collect from you, or that you 

provide to us through your use of our website, will be processed by us. 

Please read the following carefully to understand our views and practices regarding your 

personal data and how we will treat it. 

Data Controllers and Allocation of Responsibility 

This joint policy of BIEA in UK and BIEA in Kenya is underpinned by a data-sharing 

agreement. Personal data may be shared between BIEA in Kenya and BIEA in the UK for 

operational, research, governance, and compliance purposes, subject to appropriate 

safeguards. For the purposes of applicable data protection laws 

1. The British Institute in Eastern Africa (BIEA), registered in the UK, shall act as 

Data Controller for: 

• members, donors, staff, trustees, beneficiaries, and partners and 

contractors associated with BIEA UK (either UK or international); 

• -Data processed in connection with UK governance, funding, payroll, 

publications, and donor relations; 

• -Data processed through UK-hosted systems and platforms. 

2. The British Institute in Eastern Africa (BIEA), Kenya, registered in Kenya, shall 

act as Data Controller for: 

• -Kenya-based staff, researchers, interns, volunteers, and consultants; 

• -Research participants, beneficiaries, and partners located in Africa or 

internationally and associated with BIEA in Kenya; 

• -Data processed in connection with Kenya-based operations, research 

activities, employment, and administration. 

3. Where personal data is processed jointly by BIEA (UK) and BIEA (Kenya), the 

entities shall be regarded as Joint Data Controllers, and shall: 

• -Clearly allocate compliance responsibilities; 

• -Ensure transparency to data subjects; 

• -Implement appropriate cross-border safeguards. 

We are committed to processing information about you fairly and in a transparent manner 

and the aim of this document is to provide you with sufficient information for you to be able to 

understand what we are doing with your data. If you are unsure how we are handling 

information about you or you think we could improve our privacy information please let us 
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know. All enquiries or requests relating to data protection should be sent to 

compliance@biea.ac.uk  

 

 1.2. USE OF THIS POLICY 

This Privacy Policy describes how BIEA collects, uses and discloses information, and what 

choices you have with respect to the information. It has been introduced in line with changes 

in data protection law, which set out requirements for collecting, handling and storing 

personal data. Detailed information on these regulations is available through the website of 

the UK Information Commissioner’s Office: https://ico.org.uk/for-organisations/guide-to-the-

general-data-protection-regulation-gdpr/ and the Kenya Office of the Data Protection 

Commissioner: (https://www.odpc.go.ke/) 

 

Article 2 – Scope of the Data Protection Policy 

This Policy applies to: 

• All BIEA entities, networks, and offices in all countries of operation; 

• All BIEA staff, governance members, interns, and volunteers, research associates, 
honorary research fellows and Graduate Attachee Students; 

• Individuals and entities carrying out activities on behalf of BIEA; 

• Implementing partners, suppliers, consultants, sub-grantees, and affiliated 
stakeholders. 

This Policy applies to all personal data processed by BIEA relating to identified or identifiable 
natural persons. 

 

1.3. CHANGES TO THIS POLICY 

BIEA may review and update this policy from time to time to reflect changes in law, 

regulatory guidance, or organisational practices. Where material changes are made, BIEA 

shall take reasonable steps to notify affected individuals, including by publishing a notice on 

its website or through other appropriate communication channels. 

 

 

mailto:compliance@biea.ac.uk
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
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2.YOUR DATA 

2.1. WHAT PERSONAL DATA BIEA HOLDS 

Depending on your involvement with BIEA, we may hold the following personal data on you: 

Nature of involvement Type of data held 

Membership Name, email, postal address, institution, area of 
academic interest 

Event mailing list Name, email, academic interest area 

Speaker at event Name, email, institutional affiliation, academic interest 
area, brief biography, email correspondence 

Grant, job or student 
attachment applicant 

Name, email, postal address, institutional affiliation, CV, 
email correspondence 

Research partner Name, email, postal address, institutional affiliation, CV, 
area of academic interest, email correspondence 

Grant holder, employee, 
student attachee, research 
associate, honorary research 
fellows  

Name, email, postal address, CV, email 
correspondence, bank details 

Donor Name, email, postal address, gift aid status, bank 
details, nature of donation, area of academic interest, 
email or paper correspondence 

Other Name, email address, email correspondence 

 

2.2. WHAT BIEA DOES WITH THIS DATA  

 

Nature of involvement What BIEA uses this data for 

Membership Distributing journals; distributing annual reports and 
AGM notices; informing members of events; reminding 
members to renew subscriptions; updating Taylor and 
Francis on subscriptions 

Event mailing list Publicizing events and opportunities 

Speaker at event Planning and publicizing events; reporting to funders and 
members; dissemination purposes (with consent).  

Grant, job or student 
attachment applicant 

Taking decisions on applications; communicating with 
applicants 

Research partner Developing and managing research partnerships; 
reporting to sponsors and members 

Grant holder, employee, 
student attachee, research 
associates, honorary research 
fellows 

Paying awards, salaries and costs, managing and 
communicating with staff, student attachees and grant 
holders; reporting to funders and members 

Donor Soliciting, receiving, acknowledging and properly using 
donations; reporting to sponsors and members 

Other Servicing and managing enquiries, requests for 
information or complaints. 
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2.3  BIEA’s LEGAL REASON FOR HOLDING AND PROCESSING THIS DATA 

 

Under the GDPR regulations, and the Kenya Data Protection Act (2019) BIEA may only hold 

and process your data if it has a legal basis for doing so. This may be contract (for example 

our obligation to members), legal obligation (in line with tax and other regulations), consent, 

or what are called legitimate interests, which BIEA is required to consider particularly 

carefully in line with its charitable aims in both Kenya and the UK).  

Nature of involvement 
 

Legal basis for holding and processing of data 
 

Membership Contract: BIEA’s obligation to send journal copies and 
inform members of events and to inform Taylor and 
Francis of journal subscribers. In addition by member 
subscription you consent that BIEA shall share 
information with Taylor and Francis as our third party 
providers. 

Event mailing list Consent: your decision to subscribe 

Speaker at event Consent: your decision to speak and your agreement 
that BIEA should publicize the event.  

Grant, job or student 
attachment applicant 

Consent: application provides consent for data to be held 
and processed. 

Research partner Consent, contract, legal obligation: partnership provides 
consent; distribution of and accounting for funds involves 
contractual and legal obligations. 

Grant holder, employee, 
student attachee, research 
associate, honorary 
research fellow 

Legal obligation, contract and/or consent: BIEA’s 
obligation to pay salaries, taxes and other charges;  

Donor Legal obligations, legitimate interests: BIEA’s obligations 
under tax and money laundering regulations; BIEA’s 
charitable purposes 

Other Legitimate interests: pursuit of BIEA’s charitable aims in 
the UK and Kenya.  

 

 

2.4 BIEA’S PRINCIPLES FOR DATA HOLDING AND PROCESSING 

 

1. BIEA shall ensure that data held and processed is adequate, relevant and limited to 

what is necessary for the purpose intended, in line with the legal bases set out 

above. 

2. Access to personal data shall be limited to personnel who need access, with 

appropriate safeguarding measures to prevent unauthorised sharing of data. All 

digital datasets involving personal data shall be password protected, with regular 

password renewals; and paper datasets shall be securely kept in locked stores. 

Unauthorised data sharing will be treated as gross misconduct. 

3. Where personal data is deleted, this shall be done effectively so that data is 

irrecoverable. 

4. Personal data will be backed up securely, with appropriate disaster recovery 

procedures. 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/contract/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/legal-obligation/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/legitimate-interests/
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5. BIEA staff will be aware of privacy and data security obligations, and BIEA will take 

reasonable steps to ensure that third parties working on behalf of BIEA are aware of 

privacy and data security obligations.  

6. BIEA will not hold or process data for longer than is reasonable in terms of the legal 

bases set out above, and will follow these guidelines for retention: 

7. Where BIEA data filing systems are hosted or managed by a third party (for instance 

payroll software or membership portal), BIEA will execute service agreements with 

appropriate compliance, non-disclosure and data protection clauses including 

appropriate due diligence checks to assess and verify that appropriate safeguards 

are in place. 

8. BIEA will not collect personal information from children under the age of 18.  

 

Nature of involvement Data retention and processing period 

Membership Until member unsubscribes; or until membership has not 
been renewed for 12 months 

Event mailing list Until consent is withdrawn. 

Speaker at event Until consent is withdrawn. 

Grant, job or student 
attachment applicant  

7 years from date of application. 

Research partner 7 years from end of partnership. 

Grant holder, employee, 
student attachee, research 
associate, honorary research 
fellow 

Permanently; data subject may request deletion any time 
from 7 years after end of award period/employment or 
attachment 

Donor 7 years 

Other Emails required for future reference will be archived for 7 
years, and then deleted. 

 

 2.5 SHARING PERSONAL DATA 

 

In certain circumstances BIEA may disclose your personal data to third parties: 

If we are under a duty to disclose or share your personal data to comply with any legal 

obligation; 

To fulfil a contracted obligation (such as journal distribution); 

To protect the rights, property, or safety of BIEA, our staff, members, or others including 

exchanging information with other companies and organisations for the purposes of fraud 

protection. 

Nature of involvement Data shared with and reasons for this 

Membership Taylor and Francis: journal distribution 
CAF bank: collection of direct debits 

Event mailing list Not shared, unless by specific legal obligation. 

Speaker at event Not shared, unless by specific legal obligation. 

Grant, job or student 
attachment applicant 

Not shared, unless by specific legal obligation. 

Research partner Relevant funding body: reporting and audit requirements 

Grant holder, employee, 
student attachee, research 

National tax authorities; student loan companies; payroll 
software; pension scheme; health insurance authorities: 
statutory and contractual obligations 
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associate, honorary research 
fellows 

Donor National tax authorities; auditors; police authorities: gift 
aid; statutory requirements. 

Other Not shared, unless by specific legal obligation. 

  

 2.6 INTERNATIONAL TRANSFER OF PERSONAL DATA 

 

Where BIEA transfers data outside of the UK, EU or Kenya we will take measures to ensure 

all adequate safeguards are in place that matches the UK Data Protection standards and the 

Kenya Data Protection Act (2019), in accordance with legal requirements. 
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3.YOUR RIGHTS & ACCESSING YOUR DATA 

Right of access. 

You have the right of access to information BIEA holds about or concerning you.  If you 

would like to exercise this right you should contact us online at email us at 

compliance@biea.ac.uk  

Right of rectification or erasure. 

If you feel that any data that BIEA holds about you is inaccurate you have the right to ask us 

BIEA to correct or rectify it.  You also have a right to ask BIEA to erase information about 

you where you can demonstrate that the data held is no longer needed by BIEA, or if you 

withdraw the consent upon which   processing is based, or if you feel that BIEA is unlawfully 

processing your data.  

Your right of rectification and erasure extends to anyone to whom BIEA has disclosed your 

personal information and BIEA will take all reasonable steps to inform those with whom we 

have shared your data about your request for erasure. 

Right to restriction of processing. 

You have a right to request that BIEA refrain from processing your data where you contest 

its accuracy, or the processing is unlawful and you have opposed its erasure, or where BIEA 

does not need to hold your data anymore but you need BIEA to establish, exercise or defend 

any legal claims, or BIEA is in dispute about the legality of the processing of your personal 

data. 

Right to Portability. 

You have a right to receive any personal data that you have provided to BIEA in order to 

transfer it onto another data controller where the processing is based on consent and is 

carried out by automated means. This is called a data portability request. 

Right to Object. 

You have a right to object to BIEA processing of your personal data. 

This includes the right to object to any direct marketing we may undertake and to any 

automated decisions based on profiling which we may carry out. This also includes the right 

to object to any processing based on legitimate interests, such as wealth screening. 

Right to Withdraw Consent. 

You have the right to withdraw your consent for the processing of your personal data where 

the processing is based on consent. 

Right of Complaint. 

You also have a right to lodge a complaint about any aspect of how we are handling your 

data either in the UK or in Kenya. In cases of breach in UK, the UK’s Information 

Commissioner’s Office can be contacted at www.ico.org.uk or the Office of the Data 

Protection Commissioner where applicable. In cases of breach in Kenya, the Kenya Office of 

Data Protection Commissioner can be contacted at the  

If you would like to find out more about your rights, please contact Compliance@biea.ac.uk  

Breach 

 For data filing systems over which BIEA has control, a breach notification process is in 

place guaranteeing that data subjects will be notified of the breach within 72 hours of BIEA 

first having become aware of a breach. BIEA has robust mitigation and monitoring in place to 

prevent and/or identify a breach when it occurs. 

mailto:compliance@biea.ac.uk
http://www.ico.org.uk/
mailto:Compliance@biea.ac.uk
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Data Protection Officer  

The Appointed Data Protection Officer shall be the Legal and Compliance Manager who 

shall monitor compliance and advise on data protection compliance.  

 

6.CONTACTING BIEA 

If you would like to find out more about this policy or have further concerns or questions 

please contact us at compliance@biea.ac.uk  

mailto:compliance@biea.ac.uk
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